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Overview  
On the 25th May 2018, the Data Protection Act 1998 will be replaced by a new piece of legislation 
called the EU General Data Protection Regulation (better known as the GDPR).  
 
This is a Europe-wide piece of legislation and applies equally across all European Countries. It’s 
important to note that even though the UK has chosen to leave the EU, the GDPR will be adopted 
fully in the UK. This will apply to all employees, regardless of their level.  
 
If you would like more information on GDPR visit the ICO website. https://ico.org.uk/  
 
GDPR Story  
Described as the “most important change in data privacy regulation in 20 years”, the GDPR still 
has many of the same principles at heart, ensuring that businesses which process personal data 
do so responsibly.   
It also continues to provide legal rights to Data Subjects to ensure they are protected from the 
mishandling of their data.  
The GDPR is for individual who have day-to-day responsibility for data protection and will 
hopefully help to keep data breeches off the front pages.  
You are one of those individuals.  
 
Principle One  
Processing personal data fairly and lawfully  
Explicitly telling people how you will be using their data. For example, when making records of 
church attendees, you will have to explain to them how you use the information.  
 
Fair Processing Notice  
Whenever we capture someone’s data, we must always tell them what we will use their data for 
and who we will share it with.  
This can be explained in a range of different ways, such as verbally, in writing, or on the website. 
However, if it is on the website it must not be hidden away or difficult to access.  
 
What should be including in a fair processing notice? See “what should be included in a fair 
processing notice” at the end of this document.  
 
Principle Two 
Using data for the correct purpose   
Data must only be used for the purpose for which it was collected. If a new purpose comes to light, 
the Data Subject must be contacted and their consent obtained.  
 
Principle Three  
Personal data should be adequate, relevant and not excessive for the purpose.  
 
Example: If you were recruiting someone and took a copy of the Eligibility to Work (ETW) at the 
interview stage this would not be acceptable. An ETW is not required at this stage. You can ask to 
see the information but taking a copy away with you is excessive.  
At the same time, it’s important to collect sufficient data for the purpose so you can safely and 
accurately deliver the service expected.  
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For example when recruiting you will need to collect enough personal information, such a 
name, date of birth and address, so that you can set a contract up correctly. Taking this 
information accurately is vital to ensure fraud prevention.  
The Key thing to remember is not to collect more information than is required and make sure it’s 
relevant to the purpose.  
 
Principle Four  
In addition to making sure you do not collect excessive information, principle four states you must 
also keep any data accurate and up-to-date.  
When is it appropriate to keep data subject’s information and contact them in the future? For one 
off enquiries where there is no ongoing relationship, there is no need to contact them again. When 
there is an ongoing relationship, especially if the information is of a sensitive nature, the onus is on 
the Data Controller to keep the information up-to-date.  
It can be difficult to effectively uphold your responsibility to keep information up-to-date when we 
rely on individuals to provide this information. As a result, we have a best practise system in place 
which ensures that when an individual contacts you, you take the time to confirm any information 
you hold.  
You can also do this internally with your own staff by periodically sending out church-wide email 
reminders to remind them all to check the personal details held in the personnel system. Such as 
address, phone numbers and next of kin.  
 
Principle Five  
Data should not be kept longer than is necessary.  
It’s important to keep data where there is an ongoing genuine business need to process it or a 
statutory requirement to do so (e.g. tax data).  
Sometimes deleting data too early can lead to a breach of the GDPR, thus leaving an organisation 
open to enforcement action and an inability to defend itself in the event of a legal claim.  
Archived data should be treated in the same way as “live” data.  
 
Best practise guidelines for retaining data:   

• Ensure that you have a good filing / records management systems so that data can be 
easily identified and deleted in a timely fashion.  

• Having outdated / legacy systems is not a sufficient excuse. Ensure that these are up-to-
date.  

• You should have a robust deletion process for email data: for example, limit inbox.  
• Applies to all personal data – not corporate data.  
• Familiarise yourself with your organisations data retention policy.  
• Save documents on a central drive and send a link to recipients. Don’t send an attachment 

as this creates duplicated data.  
• Try to avoid the temptation to keep data and information in private drives / areas – ensure 

that all information is held centrally to support good records management.  
 
Best practise – identify a data champion in each department to manage data on shared drives and 
ensure it is stored logically and deleted when no longer required.  
Don’t cc people / forward / reply to all as a matter of course – think about who needs this 
information, do you need to respond to everyone in an email trail?  
 
Principle five also contains additional guidance known as the “right to be forgotten” or the “right to 
erasure”. This means that individuals have a right to have personal data erased and prevent 
processing in certain circumstances.  
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Example: An employee leaves Church and two years later asks for their information to be 
erased. What should the Church do?  
The Church should refuse the request and explain that they have liability to retain the 
information for six years.  
 
Principle Six  
Data should be secure and in a system that permits the east identification of the Data Subject.  
 
Most enforcement action taken by the ICO is based on breaches of security, many of which were 
easily avoidable – such as leaving a laptop on public transport or documents emailed to the wrong 
recipient.  
 
Security breaches are a serious issue with fines of over £100,000 being common. They could also 
severely damage the Churches reputation. Four examples of heavy fines that have been imposed 
due to security breaches:  
A high court judge was prosecuted by the ICO when she had her unencrypted laptop stolen from 
her locked and alarmed home. The judge only avoided being fined because at the time of the 
breach the ICO did not have the power to fine.  
A local authority was fined £120,000 when a social worker had his work bag stolen from his locked 
and alarmed home. The bag contained a single social-work file.  
 
The Crown Prosecution Service (CPS) issued a fine of £200,000 when an unencrypted laptop was 
stolen from the premises of a Data Processor who supplied support services (video editing).  
The Alzheimer’s Society was ordered to take action after volunteers were found to be using 
personal email addresses to receive and hare information about people who used the charity, and 
were also storing unencrypted data on their home computers, and failing to keep paper records 
locked away.  
 
Five examples of good practise in relation to data protection: 

1. Computer screens should always be locked when away from your desk.  
2. Staff should adhere to the clear desk policy, with no sensitive data left on desks or put on 

walls.  
3. All confidential information and sensitive data is being field in lockable filing cabinets. Keys 

are only held by those who need access and they are kept in key safes.  
4. There is a wastepaper bin available to dispose of confidential waste, which is regularly 

picked up by a waste management company for shredding.  
5. All printing has to be released via a code which is individual to each staff member and no 

printouts are to be left on the machine.  
 
Data Security  

1. You should ensure that any confidential information that is to be emailed is put into a 
password protected document and that the password is sent out separately via text or call.  

2. The GDPR says that all electronic devices must be encrypted for the same reason. If the 
device is lost or stolen, it ensures that the information on it is kept safe.  

3. You should never send any information to your personal email or save locally to a personal 
computer or device.  

4. There are tiers of access in the computerised system, such as a CRM and shared drive 
access.  
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5. The law says that only people who have a genuine need should be able to access personal 

data.  
Systems  
Under the GDPR, companies must have a record management system and logical filing systems 
which allow data to be easily found, in order to be processed, amended, deleted or distributed 
after a subject access request.  
 
For example, a HR Department has a mixture of systems, including paper records and HR shared 
drive (with subfolders), email, plus a proprietary system.  
Issues can arise when employees take information from a central record and save it locally for 
their own purposes (essentially creating their own database which is not centrally maintained). If 
data becomes out of sync with the central data, this could result in a breach.  
 
But how can we ensure that we are maintaining these systems in our workplace? Here are or tips 
for good practice. 
 

• Parallel systems should not be used. 
• Established a standardised approach to setting up systems, directories, drives and 

files so it is easy to find information. 
• Standardise naming conventions for filenames, e.g. prefix PRO = Procedure 
• Use version control and document owner identification. 
• Systematic approach to archiving and subsequent destruction. 
• Data asset register – including location, risk assessment, retention, e.g. complaints 

document / register (all formats).  
• If an organisation receives a subject access request, they need to be able to access 

information promptly. 

Subject Access Request 
A SAR can take a variety of forms; it could be submitted by email, letter or verbally. It doesn’t have 
to say “this is a SAR”, it could simply have a generic statement such as “I would like to see all the 
data you hold about me”.  
 
A SAR could request specific information, such as an HR file, call log, CCTV or credit file.  
 
There are two steps that must be followed up on receipt of a SAR.  
 

• You should pass it immediately to your organisations DP Officer.  
• This must be processed within 30 days from receipt.  

 
If you do not comply with this, the Church is liable for a fine of up to £250k. 
 
If you deliberately delete any information a subject is entitled to, this would be a serious breach of 
GDPR.   
 
Data Subject Rights  
Data subjects have a number of rights under the GDPR, including those listed below:  
 

1. To be informed (fair processing notices)  
2. Right of access (subject access request) 

Date of Issue: February 2018  
 



Church Guidance  
GDPR – General Data Protection Regulation  

 
3. Right to rectification  
4. Right to erasure (right to be forgotten)  
5. Right to restrict processing  
6. Right to data portability  
7. Right to object  
8. Rights in relation to automated decision making and profiling.  

 
More information about each of these rights can be found on the ICO website.  
 
Accountability and Governance  
The principles of accountability have been elevated in significance under the  
GDPR. Organisations must prove that they are complying with GDPR and put in place 
comprehensive but proportionate governance measures. These can include:  
 

• Data Protection policies providing practical guidance to employees on the day-to-day 
management of data in the office environment.  

• Offering training to all employees and ensuring it is completed.  
• Completing periodic audits to ensure that processes are robust, and are being complied 

with.  
• Timely reviews of operational policies and internal procedures.  
• Where appropriate, maintaining a log of data processing activities, (e.g. a flow chart of how 

data I processed throughout your organisation).  
• Appointing a DP Officer (criteria apply) for certain business.  

 
What can you do? 

• Remove as much personal data as possible, e.g. if you need to send information to another 
department, only send a customer number, not all additional information.  

• Back up Data (disaster recovery).  
• Communicate between HR and IT to notify promptly of leavers, in order to disable access 

and email accounts.  
• Track your data as it moves through the process.  
• Ensure that passwords expire on a regular basis and that passwords must be “STRONG” 

and cannot be reused.  
• Use data protection impact assessments where appropriate (privacy by design). Select the 

icon to see more information on Privacy Impact Assessments (PIAs) (When viewing this 
document via computer). 

 
• Be Proactive about potential threats to your organisation and ensure that your systems are 

one step ahead of emerging threats. IT departments should undertake resilience testing on 
the organisations’ firewall to ensure that it cannot be breached or accessed by others.  

• HR processes must be followed, such as vetting, referencing, due diligence and 
compliance. 
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Privacy Impact Assessments (PIA) 

• Privacy Impact Assessments (PIA) are a tool which can help identify the most effective way 
to comply with your data protection obligations and meet individuals’ expectations of 
privacy.  

• An effective PIA will allow you you to identify and fix problems to an early stage, reducing 
the associated costs and damage to reputation which might otherwise occur.   

• They are not a legal requirement under the DPA but you must undertake PIA’s under the 
GDPR in certain circumstances.  

 
An example of a Privacy Impact Assessment that might have to be carried out to assess the 
positioning of the CCTV cameras outside your Church. If the church is surrounding by a residential 
area, you would have to ensure that the camera only covered the property, such as car park, exits 
and outdoor seating area. The cameras are not allowed to contain any private properties in their 
field of vision.  
 
Data Processors  
A data processor is an organisation which the data controller has commissioned to process data 
for a specific purpose on their behalf. The Data Controller is primarily responsible for the actions of 
the data processor.  
 
Examples of data processors include the payroll bureau, mailing house, digital agencies, 
MailChimp, web hosts, secure paper waste disposal and secure IT equipment disposal.  
 
Under GDPR, if the data processor breaches the controllers data, the Date Controller is primary 
responsible and could be fined. 
 
However, if the Data Controller can prove that they had taken all reasonable steps to ensure that 
the data processor was compliant, any enforcement action may solely be taken against the data 
processor. 
 
Any breach by the data processor must be reported to the Data Controller immediately. 
 
If there is considered to be a high risk to the rights and freedom of individuals due to a data 
leak, the individuals themselves must be contacted.  
 
Any breach or near miss must be reported to the DPO. 
  
Finally, as an organisation we also need to consider the transfer of data outside the 
European Economic Area, or EEA. You must have additional safeguards in place which can 
be legally complex.  
 
If in doubt about sending anything out, seek advice from the ICO website and your 
organisations DPO.  
 
Glossary  
Personal Data  
This is any information relating to an identified or identifiable natural person (Data Subject). An 
identifiable natural person is one who can be identified, directly or indirectly, in particular by 
reference to an identifier, such as a name, identification number or location data. An online 
identifier B2B and B2C are treated the same (business data is treated the same as private data).  
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Sensitive Personal Data  
This is now known as special category data and is personal data that reveals information about a 
Data Subject, such as: 

• Racial or ethnic origin  
• Political opinions  
• Religious or philosophical beliefs  
• Trade Union Membership  
• Genetic or biometric data.  
• Data concerning the health, sex life or sexual orientation of the Data Subject.  
• Anonymous data – This refers to data that cannot be used to identify individuals.   
• Data Controller  

 
A Data Controller is a person or organisation who (either alone or jointly or in common with other 
people) determines the purposes for which, and the manner in which, any personal data are, or 
are to be processed.  
Data Controllers are usually organisations, but they can be individuals, e.g. self-employed 
consultants.  
 
Data Processor  
In relation to personal data this means any person (other than the employee of the Data 
Controller) who processes the data on behalf of the Data Controller.  
Processing  
Any operation or set of operations performed upon personal data, or sets of personal date, 
whether or not by automated means, such as collection, recording, organisation, structuring, 
storage, adaptation or alteration, retrieval, consultation, use, disclosure by transmission, 
dissemination or otherwise making available, alignment or combination, restriction, erasure or 
destruction.  
  
Data Subject  
Refers to the “individual “who is the subject of personal data. Quite simply, the person whom the 
individual data is about.  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
Date of Issue: February 2018  

 



Church Guidance  
GDPR – General Data Protection Regulation  

 
What should be included in a fair processing notice? 

 

 
Safeguarding Office, the Congregational Federation, 8 Castle Gate Nottingham, NG1 7AS 

Tel: 0115 911 1460 Email: safeguarding@congregational.org.uk 
Website: www.congregational.org.uk 
Registered Charity Number: 264839 

1 
•Identify and contact details of the Data Controller and the purpose of the processing. 

2 
•Legal basis, e.g. applied for a job, want to buy products or services, delivery of care.  

3 
•Categories of personal data.  

4 
•Any recipient of the date (including the Data Processor) - these must be nemaed 
wherever possible, e.g. who you used to do direct mailing via email, such as mailchimp.  

5 
•Transfers outside the EEA.  

6 
•Retention period - how long are you going to keep their data?  

7 

 
•Remind them of their legal rights under GDPR. For example, the right to withdraw 
consent at any time or to complain to the ICO.  
 

8 
•If the data wasn't captured directly from the Data Subject  where was it obtained from?  

9 
•If the Data Subject declines consent, they must ne ,ade aware of any potential negative 
outcome, e.g. missing out offers.  

10 
•Any automated decision-making or profiling that may be used to porcess their data.  
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